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1 Overview

This white-paper presents how to protect the most relevant elements of Google Workspace services using Bacula

Enterprise.

1.1 Features

The Bacula Enterprise Google Workspace Plugin is a very easy to deploy and configure plugin supporting the

following services:

* Google Drive
* Google Mail

It is shipped with advanced concurrency, resiliency, and flexibility features in addition to covering the most relevant

Google Workspace backup use cases. A full feature list is presented below:

¢ Common features

Google Workspace APIs based backups
Support for free Gmail accounts
Support for accounts under a Google Workspace subscription
Multi-service concurrency capabilities
Multi-threaded processes
Advanced tuning configurations
Automatic concurrency of fetching processes
Generation of user-friendly report for restore operations
Network resiliency mechanisms
Latest Google Authentication mechanisms
Discovery/List/Query capabilities
Restore objects to Google Workspace

# To original entity

# To any other entity
Restore any object to file-system

Restore HTML report to user mailbox or user drive

* Backup and Restore of Google Drive

Backup and Restore of Users My Drive
Backup and Restore of Shared Drive Units
Hash check during backup and restore to ensure data integrity
Incremental & Differential backup

% Includes advanced delta function for improved performance
Advanced selection capabilities

# Include/exclude by name
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% Automatic discovery to backup everything
% Include/exclude by RegEx
% Folder selection capabilities for backup
- Include/exclude by name
- Automatic discovery to backup everything
- Include/exclude by regular expressions
— Support for regular files and also native Google Workspace files (export)
— Folder and file granularity for restore
— Computed hash check at backup and restore time
— Backup and restore of permissions shares
— Backup and restore of shared elements with users
— Backup and restore of Google Drive file versions
— Backup and restore of file comments
— Backup and restore of trash
* Backup and Restore of Google Mail (GMail)
— Backup and Restore of email messages
% Messages metadata
% Messages content
— Backup and Restore of attachments
— Backup and Restore of mailbox settings
% Auto-Forwarding, Imap, Language and Pop settings
# Delegates
# Filters
# SendAs addresses
% Forwarding addresses
— Incremental & Differential backup with Delta function
% Includes advanced delta function for improved performance
— Advanced selection capabilities
* Include/exclude users by name
% Automatic discovery to backup all Workspace users
% Include/exclude users by RegEx
* Label selection capabilities for backup
- Include/exclude by name
- Automatic discovery to backup all of them
- Include/exclude by regular expressions

— Export mail messages to mime RFC 822 local files
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— Export attachments to local files
— Restore to original GMail mailbox
— Restore to a different user GMail mailbox
— Restore to the original labels
— Restore to a specific label
— Fully indexed information into Bacula Catalog
— Advanced search capabilities for restore operations
— Privacy excluding features:
# Ability to exclude message fields from the index

% Exclude private or spam messages through powerful filtering capabilities

Note: Future modules

Bacula Google Workspace Plugin will include more modules in the future, like Google Calendar among others.

1.2 Requirements

Bacula Google Workspace Plugin supports free Gmail accounts and Workspace accounts.

In order to protect Workspace accounts it is needed to have a Google Workspace active subscription: https://workspace.
google.com/intl/es-419/pricing.html

On the other hand, it is necessary to have full administrative access to the target associated Organization to protect
in order to generate a Google Application with all the needed permissions that will be used to communicate with this
plugin.

In order to protect free accounts it is just needed to prepare some configurations in Google Cloud Platform, logging
in with the user to protect, before using the plugin. Please refer to the authentication section of this document to have
further details.

Currently, the plugin must be installed on a Linux based OS (RH, Debian, Ubuntu, SLES ..) where a Bacula Enterprise
File Daemon is installed. Bacula Systems may address support for running this plugin on a Windows platform in a
future version.

The OS where the File Daemon is installed must have installed Java version 11 or above.

Memory and computation requirements completely depend on the usage of this plugin (concurrency, environment size,
etc). However, it is expected to have a minimum of 4GB RAM in the server where the File Daemon is running. By
default, every job could end up using up to 512Mb of RAM in demanding scenarios (usually it will be less). However,
there can be particular situations where this could be higher. This memory limit can be adjusted internally (see Out of
Memory). Refer to the Scope section below for any service specific requirements.
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1.3 Why protecting Google Workspace?

This is a common question that arises frequently among I'T and Backup professionals when it comes to SaaS or Cloud
services, so it is important to clearly understand it.

It is a fact that Google or any cloud provider offers some capabilities intended to prevent data loss such us:

e Usually, all data stored in cloud services is geo-replicated using the underlying cloud infrastructure to have
the information stored into several destinations automatically and transparently. Therefore, complete data loss
because of hardware failures are very unlikely to happen.

* Google Data Loss Prevention service: This is a policy based service capable of detecting filtered content and act
upon it encrypting it or modifying it in order to protect it (remove headers, etc). This is not a backup tool, it is a
service to prevent undesired actions to the content stored in Google Workspace (for example sharing confidential
information with the wrong people).

 Retention policies of Google Workspace: Google retains a maximum of 30 days of deleted information from
active subscriptions. Therefore it is possible to recover accidental deleted items inside that period.

There is no other data protection mechanism. Below we show a list of challenges that are not covered by cloud services:
* No Ransomware protection: If data suffers an attack and becomes encrypted, data is lost.
* No malicious attacker protection: If data is deleted permanently, data is lost.
* No real point-in-time recovery, and recoveries of partially deleted files are limited to 30 days.

* It is not possible to align data protection of Google Workspace services to general retention periods or policies
longer than 30 days.

* No automated way to extract any data from the cloud to save it in external places (this could lead to eventual
compliance problems)

2 Scope

Bacula Enterprise Google Workspace Plugin is applicable on environments using any Workspace subscription.

This paper presents solutions for Bacula Enterprise version 14.1 and later, and is not applicable to prior versions.

Note: Important considerations

Before using this plugin, please carefully read the elements discussed in this section.

2.1 Empty files

In general, empty files (files with 0 byte contents) are simply not backed up by Google Workspace plugin. In particular,
Google Drive files will show a message in the joblog to inform about empty files detected and so not processed.
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2.2 Files and objects spooling

In general, this plugin backups two types of information:
¢ Objects
* Files
Objects are elements representing some entity in Google Workspace such as a files metadata.

While objects are directly streamed from memory to the backup engine, files need to be downloaded to the FD host
before being sent. This is done in order to make some checks and to improve overall performance, as this way operations
can be paralleled. Every file is removed just after being completely downloaded and sent to the backup engine.

The path used for this purpose is established by the ‘path’ plugin variable, that usually is set up in the gw_backend
script with the value: /opt/bacula/working

Inside the path variable, a ‘spool’ directory will be created and used for those temporary download processes.

Therefore, it is necessary to have at least enough disk space available for the size of the largest file in the backup
session. If you are using concurrency between jobs or through the same job (by default this is the case through the
concurrent_threads=5 parameter), you would need at least that size for the largest file multiplied by the number of
operations in parallel you run.

For emails it is important to note that download operations are done in one step because of some API requirements.
This means the jvm should have enough memory to load those downloaded files inside RAM. In case you suffer any
memory issue, please refer to the troubleshooting section to find out how to increase it.

2.3 Accurate Mode and Virtual Full Backups

Accurate mode and Virtual Full backups are not supported. These features will be addressed in future versions of this
plugin.

2.4 Google Workspace APIs General Disclaimer

Google Workspace APIs are owned by Google and they can change or evolve at any time. Almost all service APIs are
actively developed, containing new features every week, even if the version number of the service is not changed as a
result of any of those additions. Just as an example, Google Drive API now is tagged as v3 (and this plugin is using
that version to work).

This situation is significantly different from traditional on-premise software, where each update is clearly numbered
and controlled for a given server, so applications consuming that software, can clearly state what is offered and what
are the target supported versions.

Google is committed to try not to break any existing functionality that could affect external applications. However, this
situation can actually happen and therefore, cause some occasional problems with this plugin. Bacula Systems controls
this with an advanced automatic monitoring system which is always checking the correct behavior of existing features,
and will react quickly to that hypothetical event, but please be aware of the nature and implications of this kind of cloud
technologies.
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3 Architecture

Bacula Enterprise Google Workspace Plugin is using several Google Workspace APIs to perform almost all of its
operations. Therefore, the plugin is working at the maximum granularity that the service provides.

Google Workspace developer products

© Admin Console E Google Calendar B Google Sheets
Classroom ® Google Chat B Google Sites (Classic)
B Cloud Identity B Google Docs Google Slides

@ Cloud Search & Google Drive @ Google Tasks

© Contacts & profiles B Google Forms 8 Google Vault

M Gmail Google Keep G Google Workspace

Fig. 1: Google Workspace APIs

All the information is gotten using HTTP requests to Google Cloud from the FD where the plugin is installed.

The plugin will contact a Google Cloud Platform application that needs to be manually created and configured
before using the plugin. It will serve as a bridge to download the required data or objects during backup time and send
them to the Storage Daemon. Conversely, the plugin will receive them from an SD and perform uploads as needed
during a restore operation.

The implementation is done through a Java Daemon, therefore Java is a requirement in the FD host. For more infor-
mation about how to create the application in GCP, please, consult auth section.

Below is a simplified vision of the architecture of this plugin inside a generic Bacula Enterprise deployment:
Listed below is the information that can be protected using this plugin:
* Google Drive
— My Drive of users
* Folders
* Native Google services files (gdocs, gslides, gpresentation.. Export and download)
% All other files (regular download)
# File Versions
% Trash bin
— Shared drives
% Folders
% Native Google services files (gdocs, gslides, gpresentation.. Export and download)
* All other files (regular download)
# File Versions

% Trash bin
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Fig. 2: Google Workspace Plugin Architecture
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— Shared permissions (direct access, share links, expiration times..)
— SharedWithMe User files
— Files comments
* Google Mail
— Mailbox user Labels
% System labels: Inbox, Sent, Draft, Spam ...
% User labels

Mailbox user Mails

* Metadata
* Contents

Mail Attachments

Mailbox user Settings
% Auto-Forwarding settings
% Imap settings
% Language settings

% Pop settings settings

Delegates addresses

Filters

SendAs addresses

Forwarding addresses

All the metadata information of each object is stored in JSON format preserving all their original values.

4 Services and Features

In this section we will dig into how this plugin behaves for each particular service, describing special features and and
behaviors that require an extended description.

4.1 Google Drive
Bacula Enterprise Google Workspace Plugin can protect My Drive units associated to users from a workspace, My
Drive units of free accounts, as well as Shared Drive units.

It is possible to utilize advanced selection methods to decide exactly what is backed up, as well as control precisely
which items to restore and their destinations.

The detailed list of the information protected with this service is:
* My Drive of users
— Folders
— Native Google services files (gdocs, gslides, gpresentation.. Export and download)

— All other files (regular download)
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— File Versions
— Trash bin
e Shared drives

Folders

Native Google services files (gdocs, gslides, gpresentation.. Export and download)

All other files (regular download)

File Versions

Trash bin

 Shared permissions (direct access, share links, expiration times..)
* SharedWithMe User files
* Files comments
Files will keep their names in the catalog and will be included in a path like this:

e /@gw/customerId/entitykind/entityname/drives/unitname/path/to/file/name-file.
extension

(where entitykind can be users or shared_drives)

Version History

Google Drive can be configured to retain the history for files/items.

Google Drive hash check

Google Drive service stores a hash for every file hosted, using MDS5 algorithm. Bacula Enterprise Google Workspace
Plugin calculates this hash and compares it to ones stored in the cloud at backup time, and also at restore time in order
to ensure data integrity. Debug mode shows information about these hashes. Please note that this is true only for non
native Google files

Google Drive duplicated files

Google Drive stores its information in a different way compared to traditional filesystems. Instead of a tree structure,
everything in google drive are pairs of keys and values (data maps). This makes some internal differences regarding
the data structure and, for example, it is possible to have the same folder with the same name inside the exact same
path. Similarly it is possible to have the same file with the same name several times in the same path.

Bacula Enterprise Google Drive plugin will combine the data inside folders with the same name. This is:
* From Google Drive:
mypath/
DirA/ f1 {2
DirA/ 3 f4
¢ To Bacula Catalog:
mypath/DirA/ f1 {2 f3 f4
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For files with the same name, bconsole will only show one and will restore the last one when using common options to
find the most recent backup or a specific job id where the same file is present more than once. However, for example
when using BWeb it is possible to see the different versions of each file and get the desired one using the restore Wizard.

Google Apps files
Files that come from Google online services like Google Docs, Google Spreadsheets or Google Slides are exported
transparently during the backup process to open formats.

These kind of files do not expose versioning through Google APIs, so drive_version_history will not take any effect on
them. The specific list of files affected by this behavior is as follows:

* Google Docs to odt

* Google Draw to jpeg
* Google Photo to jpeg
* Google Sheets to ods
* Google Slides to odp

* Google Scripts to json

Google Photos and Google Sites

Historically, Google Photos and Google Drive have been very close modules. However today they work with separated
APIs. Bacula Workspace Plugin is not supporting Google Photos, even if it is planned to support it in the future as a
different module of this plugin.

Google Sites do not support export functions so the plugin cannot protect them. Associated files are simply ignored.

Google Drive shares

Bacula Enterprise Google Drive Plugin is able to backup and restore shared elements. These kind of elements require
a special treatment, as they are composed of two parts:

¢ In the source account, shared elements include special information about the permissions of the share (who and
how the share must work)

* In the destination account, shared elements appear within an special category called ‘SharedWithMe’.

Shared permissions

Bacula Enterprise Google Workspace Plugin will query for the permissions of an item if this item has been shared
directly. This means the plugin will not backup inherited permissions. In order to have inherited permissions in a
backup, the top element where the original shared permissions were set needs to be included in the backup and in the
restore. As an example, if a directory is shared, but we restore only specific files contained in it, those files will not be
shared as they were originally. It is necessary to restore the whole directory in order to replicate the original inherited
permissions as they were at the time of backup.

The method to store shared permissions is to include them as ‘metadata’ of every file. This implies that permissions
can only be restored directly to the Google Workspace service. A File Daemon restore to a local filesystem will only
restore files, and shared permissions will not be restored.
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Shared permissions can include links. Links are pre-generated URLSs that can include expiration dates and other config-
uration parameters such as scopes, types, or affected identities. Shared permissions restores have special characteristics
that must be considered and they are described below:

* Permission will be generated exactly as it was, but it will be a new permission object. This is similar to the
situation with files. A restored file has the same contents as the original, but can include slightly different metadata
because creation process was different.

— If the permission had a static link, a link will be generated, but the associated URL will be different from
the original.

Shared permissions are not restored by default. You need to enable the option ‘drive_restore_shared_permissions’
during the restore session.

Shared with me

SharedWtihMe elements of each target account, if included in the FileSet, are backed up in a predefined directory
called SharedWithMe inside the top folder of every selected account. For example, for a given account yourac-
cout@yourdomain.com in a workspace called customer_id:

:caption: **SharedWithMe**

' /@gw/customer_id/users/youraccout@yourdomain.com/drive/my drive/sharedWithMe/ "

At restore time, sharedWithMe elements are treated as any other regular file. However, it is important to note that
sharedWithMe files, as we are in the receiver account, have no sharing permissions.

The plugin has a special parameter at restore time allowing it to skip sharedWithMe elements even if they are selected.
This feature is intended to facilitate full restores where source and destination accounts are included. Please, note that
a restore of a source account with share elements will present those elements to any receiver account if you enable the
option to restore share permissions, as we have discussed in the upper section.

Please, go to the Configuration section of this document to see how to set up the sharedWithMe skip option.

Backup parameters
The list below shows the specific backup parameters that can be set up in order to control the behavior of the drive
module.

In order to select the Google Drive module, the common service parameter must be equals or be containing the value
drive.

Entities that can include one drive units are: users, groups or sites.
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Option | Re- | De- | Values Ex- Description
quiredfault ample
drive_shar®d units | Valid names of | im- Will backup only selected drive units belonging to the
existing shared | agesSharedpecified entity (user, group or site)
drives on the se- | unit-
lected workspace | My-
separated by ‘; Companly
drive_shard_units_exclidiel names of | webas- | Will backup all drives except the excluded ones in the-
existing shared | sets list(s), belonging to the specified entity (user, group or
drives on the se- site)
lected workspace
separated by ‘;
drive_sharbd_units_reg¥uliihctgde *.pages | Backup matching drive units (based in the drive unit name)
drive_shhrl&b_units_rengl_iek:Elgde Asite.* | Exclude matching drive units (based in the drive unit
name)
drive_filesNo Strings repre- | Cus- Backup only specified folders belonging to the selected
senting  existing | tomers, | users
folders for the | Part-
given users or | ners
shared units
separated by ¢,
drive_fil¢sNxclnde Strings repre- | Per- Exclude selected folders belonging to the selected users
senting  existing | sonal
folders for the
given users or
shared unitssepa-
rated by *;
drive_filesNegex_includélid regex #Com- | Backup matching drive folders. Please, only provide list
pany parameters (files + files_exclude) or regex ones. But do
not try to combine them.
drive_fil¢sNegex_excludialid regex #Plan | Exclude matching drive folders from the selection. Please,
only provide list parameters (files + files_exclude) or regex
ones. But do not try to combine them. If this is the only pa-
rameter found for selection, all elements will be included
and this list will be excluded.
drive_in¢lidte_trash | O, no, No, false, | Yes Include trashed elements from the user or shared drive se-
FALSE, false, off ; lected to backup
1, yes, Yes, TRUE,
true, on
drive_in¢lidte_cohmen€ts no, No, false, | Yes Include comments of every file. Please, notice that per-
FALSE, false, off ; formance is lower when this option is enabled as extra re-
1, yes, Yes, TRUE, quests are needed for every single file to backup
true, on
drive_shadd wifleane O, no, No, false, | No Include SharedWithMe elements of every target entity in
FALSE, false, off ; the backup process
1, yes, Yes, TRUE,
true, on
drive_versin_hi$fory| O, no, No, false, | Yes Include Google Drive former versions of every file into the

FALSE, false, off ;
1, yes, Yes, TRUE,
true, on

backup process
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Restore
The list below shows the subset of restore parameters that can be used to control the behavior of Google Drive module
restore operations:

* destination_user, drive_destination_shared_unit, destination_path, send_report, allow_duplicates

e drive_skip_sharedwitme, drive_skip_versions, drive_skip_comments, drive_restore_share_permissions,

* debug, foreign_container_generation

Use cases

The following restore scenarios are supported:
* Restore files, directories, or file versions to original drive or to a different drive
— Restore parameters implied: destination_user, drive_destination_shared_unit
* Restore file(s)/dir(s) or file version(s) to original path or to a different path
— Restore parameters implied: destination_path
* Restore file(s)/dir(s) or file version(s) to local file system (general restore where parameter must be set to a path)
* Itis possible to make general restore selections, but avoid restoring versions
— Restore parameters implied: drive_skip_versions
* It is possible to restore sharing permissions of implied files
— Restore parameters implied: drive_restore_share_permissions
* It is possible to make general restore selections, but specify if backed up shared elements must be considered
— Restore parameters implied: drive_skip_sharedwitme
* It is possible to make general restore selections, but specify if backed up file comments must be considered
— Restore parameters implied: drive_skip_comments
* It is possible to control whether or not duplicate elements are allowed (based on file id):
— Restore parameters implied: allow_duplicates
Particularities:

* If no destination user and no destination shared unit are provided, the destination user or unit will be looked
for inside the backed up path, so the destination entity will be the same as the original one

¢ If no destination_path is provided, the destination path will be the same as the original one

— If a destination entity was provided, but no destination_path was provided and the selected file did not
belong to the destination entity:

% A new folder will automatically be created inside the target entity

* For each ‘foreign’ entity, a new folder will be created

+ Inside each ‘foreign’ entity folder, the original path structure will be preserved when restoring the files
- *Unless the parameter foreign_container_generation is disabled

For more details about the behavior of each restore parameter, please check the general section of restore parameters.
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Fileset examples

Please note that Google Drive Plugin works with two kind of entities:
 User Drives

e Shared Drives

By default, if not specifying anything on any parameters, the plugin backups everything. Therefore, in order to only
backup users, we need to exclude all shared drives ; in order to backup only shared drives, we need to exclude all users.

Below examples should show this more clearly.

Full Google Drive of only one user:

:caption: **Fileset Example**

FileSet {
Name = fs-gw-drive-adelev
Include {
Options { signature = MD5 }
Plugin = "gw: service=drive credentials_file=/opt/bacula/etc/bacula-gw-plugin-

—credentials. json customer_id=G39add3111 admin_user_email=super@baculasystmes.com
user=adelev@baculasystems.com drive_shared_units_regex_exclude=\".*\""

}

Folders of one user and include sharedWithMe elements:

:caption: **Fileset Example**

FileSet {
Name = fs-gw-drive-adelev-shared
Include {
Options { signature = MD5 }
Plugin = "gw: service=drive credentials_file=/opt/bacula/etc/bacula-gw-plugin-

—.credentials. json customer_id=G39add3111 admin_user_email=super@baculasystmes.com

user=adelev@baculasystems.com drive_shared_units_regex_exclude=\".*\" drive_files=\

~"dirl,dir2\" drive_shared_with_me=yes"
}
}

Backup of some specific shared drives:

:caption: **Fileset Example**

FileSet {
Name = fs-gw-drive-live-2-drives
Include {
Options { signature = MD5 }
Plugin = "gw: service=drive credentials_file=/opt/bacula/etc/bacula-gw-plugin-

—credentials.json customer_id=G39add3111 admin_user_email=super@baculasystmes.com
drive_shared_units=myunitl,myunit2 user_regex_exclude=\".*\""

3

Exclude directories of two users:

Copyright © 2024 Bacula Systems. All trademarks are the property of their respective owners.
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:caption: **Fileset Example**

FileSet {
Name = fs-gw-drive-adjon-users-notemp
Include {
Options { signature = MD5 }
Plugin = "gw: service=drive credentials_file=/opt/bacula/etc/bacula-gw-plugin-

—credentials.json customer_id=G39add3111 admin_user_email=super@baculasystmes.com
user=\"adelev@baculasystems.com, jonis@baculasystems.com\" drive_shared_units_regex_
—exclude=\".*\" drive_files_exclude=temp"
}
}

4.2 Google Mail

Bacula Enterprise Google Workspace Plugin can protect Google Mailboxes associated to users. It is possible to utilize
advanced selection methods to decide exactly what is backed up (labels included/excluded, users included/excluded),
as well as control precisely which messages to restore and where (original user’s account or another user’s account).
The information protected with this service is:

 Labels
— System labels: Inbox, Sent, Draft, Spam ...
— User labels
* Mails
— Metadata
— Contents
e Attachments

 Settings

AutoForwarding settings

Imap settings

Language settings

Pop settings settings
* Delegates
* Filters
* SendAs addresses
* Forwarding addresses
Mailbox backup includes the following features:
* Incremental/Differential backup with Delta function:

— Delta function is applied always, independently of what is the labels selection in the fileset (email_files*
parameters)

* MIME object (RFC 822) export:
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— It is possible to restore to a local label a selection of emails in the RFC 822 format. This way emails could
be read or imported in any other tool at will

e Attachments:

— This plugin backs up the message with its attachments in a single file. This means everything will be
restored when selecting a given file.

— For export purposes there is a restore option to provoke the extraction of the attachments as separate files
in addition to have the full MIME object.

Messages will be formatted in the catalog in order to not include sensitive information and will be included in a path

like this:

e /@gw/customer_id/users/user@customerdomain.com/email/labelname/AAAAXXXXDDDDDIIIIT.

msg

— Where the message name corresponds to the message Id provided by Google GMail API

Other objects will look as follows:

e /@gw/customer_id/users/user@customerdomain.com/email/settings/

addrl@customerdomain.com.mailbox.sasad -> Send ass address

— addr2@customerdomain.com.mailbox. fwad -> Forwarding address

— addr2@customerdomain.com.mailbox.del -> Delegates address

— 3838383aaadffdfdf.mailbox.fil -> Filter

— settings
— settings
- settings

— settings

settings

Backup parameters

.mailbox.autfw -> Autoforwarding settings
.mailbox.imap -> Imap settings
.mailbox.lan -> Autoforwarding settings
.mailbox.pop -> Autoforwarding settings

.mailbox.vac -> Autoforwarding settings

The list below shows the specific backup parameters that can be set up in order to control the behavior of the email

module.

In order to select the email module, the common service parameter must be equals or be containing the value email.

Entities that can include mailboxes are: users.
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Option | Re- | De- | Values Example | Description
quirgdfault
email_filesNo Strings represent- | Inbox, Backup only specified labels belonging to the selected
ing existing labels | Sent users
for the given users
separated by ‘,
email_filesNexclude Strings represent- | Archive, Exclude selected labels belonging to the selected users
ing existing labels | Personal
for the given users
separated by ‘,
email_filesNeegex_includélid regex *Com- Backup matching labels. Please, only provide list pa-
pany rameters (files + files_exclude) or regex ones. But do
not try to combine them.
email_filesNegex_excludalid regex *Plan Exclude matching labels from the selection. Please,
only provide list parameters (files + files_exclude) or
regex ones. But do not try to combine them. If this
is the only parameter found for selection, all elements
will be included and this list will be excluded.
email_settiNgs | No | 0, no, No, false, | Yes Backup mailbox settings of included users
FALSE, false, off ;
1, yes, Yes, TRUE,
true, on
email_spamvotrasies | 0, no, No, false, | No Backup spam and trashed messages
FALSE, false, off ;
1, yes, Yes, TRUE,
true, on
email_mesHiges_excludStexypr rep- | emailSub- | Exclude from backup all messages that match the pro-
resenting a | ject.includes(‘prdedtexpression
valid Boolean | &&
Javascript expres- | lemaills-
sion regarding | Read
email message
fields
email_mesdages_exclud&tiimdex_expr rep- | /. *pri- Exclude only from indexing (catalog email tables)
resenting a | vate.com/.testfeesailf@omitching the provided expression
valid Boolean
Javascript expres-
sion regarding
email message
fields
email_field¥cexclude_in8etng represent- | email- Do not store into the index (catalog email tables) the
ing a list of email | From, provided list of message fields
message fields emailSub-
ject
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Restore
The list below shows the subset of restore parameters that can be used to control the behavior of email module restore
operations:

* destination_user, destination_path, send_report, allow_duplicates, debug, foreign_container_generation

* email_export, email_export_attachments_extract

Use cases

The following restore scenarios are supported:

» Restore labels, emails (with their attachments) to original user or to a different user mailbox
— Restore parameters implied: destination_user

* Restore emails to a specific label of a user:
— Restore parameters implied: destination_path

* Export emails to local file system in export mode :
— Restore parameters implied: destination_path, email_export
— Extract attachments during the export: email_export_attachments_extract

* It is possible to control whether or not duplicate elements are allowed (based on file id):

— Restore parameters implied: allow_duplicates

Particularities:

* If no destination_user is set, every message will be restored into its original mailbox
* If no destination_path is set, every message will be restored into its original path
— If the selection contains messages from several users:
% Original user messages will be restored in their original location

* For other users, a special label will be created with the email address of each of them, containing the
full path and messages of the restored objects, unless the parameter foreign_container_generation is
disabled

Restore of emails from 2 different users over a third mailbox without destination_path result in auto-generated
Restore_date label containing those 2 foreign users with the restored label inside of them

* Restored elements will be duplicated by default, unless allow_duplicates variable is disabled

— Even when disabling that variable, messages will be checked by id. So if there is an element with the same
information but different ID, it will not be considered to be a duplicate

For more details about the behavior of each parameter, please check the general section of restore parameters.
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Messages exclude expressions

Bacula Systems is aware about one of many privacy concerns that may arise when tools like this Google Workspace
Plugin enables the possibility to backup and restore data coming from different users, so the backup administrator can
restore potentially private data at his will. Moreover, emails are usually one of the most critical items in terms of
privacy.

One of many strategies this plugin offers in order to deal with that problem is the possibility to exclude messages. This
is a very powerful feature where it is possible to use quite flexible expressions that allow to select a subset of messages
and simply exclude them from the backup:

» email_messages_exclude_expr new fileset parameter
Or only from the index (from the catalog)
* email_messages_exclude_index_expr new fileset parameter

Not only messages can be excluded but also select only a subset of email fields to be included in the protected infor-
mation. It is possible to exclude fields from the backup index (the catalog):

» email_fields_exclude_index new fileset parameter

All four discussed expressions are based on an internal structure of fields to work with. Below you can see the entire
list of fields that you can use:

* emailTags

* emailSubject

* emailFolderName

e emailFrom

* emailTo

* emailCc

* emailBodyPreview

* emaillmportance

* emailTime

* emaillsRead

* emaillsDraft
Please note that it is very important to write the fields exactly as written above.

These fields can be used in a comma separated list in the ‘email_fields_exclude’ parameter and also
‘email_fields_exclude_index’ parameter.

Then, for ‘email_messages_exclude_expr’ and ‘email_messages_exclude_index_expr’ use them in a valid boolean ex-

pression in Javascript language syntax. Some examples are provided below:

Listing 1: Expression to exclude messages where subject includes the
word ‘private’

emailSubject.includes('private')

Listing 2: Complex expression to exclude messages that are not read
and are Draft or their label name is named Private

lemailIsRead && (emailIsDraft || emailFolderName == 'Private')
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Listing 3: Expression to exclude messages based on the received or
sent date

lemailTime < Date.parse('2012-11-01')

Listing 4: Expression to exclude messages using a regex based on
emailFrom

/. *private.com/.test(emailFrom)

Note: This feature is available since Bacula Enterprise version 14.0

Expression tester

This expression mechanism can sometimes be uncertain for end users, where they can have doubts about the correct
behavior of their prepared expressions. In order to help with that, Google Workspace Plugin presents a query method
that allows to test those expressions against a static pre-loaded set of data.

There are two commands available:

e Show command: It will show the static data in json format, so it is possible to see the contents to adapt the
expressions to test

» Test command: It will apply the expression parameters to the pre-loaded static data

The test command has the following format:

Listing 5: Expression tester Show command

.query client=<your-fd-client> plugin="gw: credentials_file=/opt/bacula/etc/gw-
—credentials.json customer_id=xxxxxx admin_user_email=admin@company.com"..
—parameter=email-expr-show

The show command has the following fomat

Listing 6: Expression tester Test command

.query client=<your-fd-client> plugin="gw: credentials_file=/opt/bacula/etc/gw-
—.credentials.json customer_id=xxxxxx admin_user_email=admin@company.com email_messages_
—exclude_expr = \'"<your-js-expression>\"" parameter=json|email-expr-test

// Or

.query client=<your-fd-client> plugin="gw: credentials_file=/opt/bacula/etc/gw-
—credentials.json customer_id=xxxxxx admin_user_email=admin@company.com email_messages_
—.exclude_index_expr = \'"<your-js-expression>\"" parameter=json|email-expr-test

The test command produces some JSON output with objects with the same format that the plugin uses to store data
into the catalog. Please note the ‘total” value at the end, where the value of 12 total pre-loaded messages is shown
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Listing 7: Expression tester Show command output

.query client=<your-fd-client> plugin="gw: credentials_file=/opt/bacula/etc/gw-
—credentials.json customer_id=xxxxx admin_user_email=admin@company.com".
—,parameter=json|email-expr-show

"email-12": {
"body": {
"content": "These are the contents in text format of the 12 email of test data..
—It has the following categories:orange, black, white, purpleYou can try to filter this.
—body using any JS method like /.*12.*/.test(emailBody) or emailBody.includes(12)",
"contentType": "TEXT"

1,
"ccRecipients": [
{
"emailAddress": {
"address": "danny@other.com"
}
1,
{
"emailAddress": {
"address": "lucas@other.com"
}
1
{
"emailAddress": {
"address": "terese@other.com"
}
}
1,
"from": {
"emailAddress": {
"address": "elon@other.com"
}
1,

"hasAttachments": false,
"isDraft": false,
"isRead": false,
"replyTo": [
{
"emailAddress": {
"address": "elon@other.com"
}
}
1,
"sentDateTime": {
"dateTime": {

"date": {
"year": 2021,
"month": 12,
"day": 5

1,

"time": {

(continues on next page)
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(continued from previous page)

"hour": 11,
"minute": 30,
"second": O,

"nano": 0
}
1
"offset": {
"totalSeconds": 0
}
1,
"subject": "This is private subject 12",
"toRecipients": [
{
"emailAddress": {
"address": "laura@other.com"
}
1,
{
"emailAddress": {
"address": "jack@other.com"
}
1
{
"emailAddress": {
"address": "john@other.com"
}
}
1,
"categories": [
"orange",
"black",
"white",
"purple”
1
}
1,
{
"total": "12"
}

The test command, on its side will produce two different outputs. The first part presents the same format as the show
format, and those are the messages that would be included in the backup. The second part presents a different format,
so an output like:

Listing 8: Expression tester Test command, index part output

.query client=<your-fd-client> plugin="gw: credentials_file=/opt/bacula/etc/gw-
—credentials.json customer_id=xxxxxx admin_user_email=admin@company.com"..
—»parameter=json|email-expr-show

{

"meta-email-12": {

(continues on next page)
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(continued from previous page)

"Emailid": "",

"EmailOwner": "test@test.com",

"EmailTenant": "johndoe.onmicrosoft.com",

"EmailTags": "orange,black,white,purpl